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Ms Kelly A. Ayotte, Attorney General
Department of Justice

33 Capitol Street

Concord, NH 03301

Re:  Reporting of Security Incident

Dear Ms. Ayotte:

On hehalf of Qu:xtar 'nc., I un vy 9 wivvou o tho <X ve.. Hampshire
residents arc receiving a notification of a ccuriv iu ont il woas (dennfied > Quirar com on
May 27, 2008. Quixtar discovered that sor< Ouixiac cisp usei wevount passwords and nser [Ds
had been compromised, that someone was accessing i esc as >ounts 1ra. in seme case < changing
deposit bank account information. Quixtar believes that these acts were performed with the
fraudulent intent to divert bonus payments carned ov the independent business owners wha usc
the Quixtar.com website. Notification letters wcre ser.t on June 11, 2005 w those Quixtar.cotn
users whose accounts are believed to have becn traudulently accessed.

Quixtar is still in the process of investigating this incident, but nas found no
evidence that the perpetrators of this fraud obtained user names and passwords through any
security breach at Quixtar.com. Moreover, even though these fraudsters were able to access
some user accounts, they were not able to view social security, bank account, credit card or
drivers license number information.

Quixiar does not pelicve thal this incdent has triggeied ainy duly of notification
under New Hampshire law, but Quixtar thought it prudent to alert Quixtar.com website users of
the incident. As a courtesy, [ arn notifying you of the incident and including copies of the letters
that have been sent to the [BCs. Quixtar ! 15 also ajzrted the FBI about the incident and is

cooperating in the FBI's invesdgation.
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If you have any questions about this incident, you may contact me at (616) 787-6742.

Very truls

terrA. Sherk
Director and Associate General Counsel
International / Core Legal

Ce: Dirk Bloemendaal, Alticor Corporate Government Affairs

5101 Spaulding Plaza, Ada, Michigan 49355
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June 11, 2008
Dear IBO,

On May 30 we sent out email communications and posted a "What's New” article at Quixiar com
explaining that Quixtar had discovered sorie (raudulent activity Involving compromised user IDs and
passwords of some Independant Business Owners, Snac than we have placed calis (o dependent
Business Owners we know were affected by this incident. mcluding you.

We have delermined that an intruder was alle to access your Quixlar account using your 1BO
identificalion number and password combinabhion. which we believe were oblaned from an external
web site. The intruder then changed the bank account infarmation i an effort to divert your Quixtar
bonus Income. We assure you hat the security of Quixtar.com has not been compromised nor was
this person abie to access vour credit card. hank account or social security numbers, as this information
15 not viewable on odr web aite. Also, please be assured that no bonus payments have been lost and
that you will receive all payiments to which you are entitied. We are taking the precaut.on this month of
issuing paper checks for any IBO whose banking deposit informalicn has changed in any way since March.

To protect your accounl. we scramoled your password on Jdune 4, 2008, effectively bariniy access to
your account by the intruder. If you have not logged on since then, youi wili find ihat on your riext visit
you wilt need lo creale a new password (allowing the prompts provided We apolegize for the
inccnvenience this may cause, but we wantad lo do ail we could (o protect your account mformation.

Unfortunately, cnminal activity on Lhe Internet means that we ail have to use cauliar. On the lollowng
pages are some suggestions, guidelinegs, and resources for your use.

We take this incicient very senously and will continue nveshigating, We atso have provided information
Lo the FBI about the incrderi: and are cooperating with their nvestigation. In the coming weeks, you

T ay nolive 30me changes o the Quxiar sile as we miglement additisr - protections o salegquard your
personal information.

If you have any guestions. please contact Customer Support at 800-253-8500 Monday through Faday
8 a.m. lo Midnight and Satc’=y 8:30 am lo5p.m ET

Sincerety,

S Ll

Steve Lieberman
Managing Director

5101 Spaulding Plaza, Ada, Michigan 49355
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SUGGESTIONS & RESOURCES TO PROTECT YOUR PERSONAL INFORMATION

» Make sure you have up-to-date anti-virus, anti-spyware and firewall software on compuiters you use to access
Quixtar.com or conduct other transactions. After running scans using this software, you should delete any viruses
found, and then you may want to agan change your password and verify that all account information 1s accurate.

= You should use separate passwords at different sites, so that if that information i1s discovered at one site, it
does not put you at nisk at all other sites where you also use those passwords. Use strong passwords that
include numerals and upper and lower case alphabetical characters. It is advised that you change your
passwords every 30 to 90 days.

¢ Be cautious about websites that ycu visit and any attachments to e-mail messages you receive, even when they
appear to be from people you trust. These attachments or linked websites may appear legitimate but may actually
contan malicious code that exploits vulnerabilitias i operating systems that are riot kept up to date. Some sites
can plant maliclous software on your computer that can track your every keystroke, Also, you should be suspicious
of any e-mail that asks you to click on a ink and provide user name, password, or account information.

= If you have children who use these computers, talk (o them about the risks of downloading “free” games, using
file-sharing programs, or clicking on pop-up messages. A good source of information about how to protect
yourself from these kinds of risks can be found at http://www.ftc.gov/bep/menus/consumer/tech/privacy.shtm,
provided by the Federal Trade Commission.

» Reman vigilant for identity fraud. You should monitor your bank and credit card statements and you may want
to periodically review your credit report. You are entitled to a free copy of your credit report every 12 months from
each of the three national credit bureaus, and if you stagger these reporis, you can obtain a free report every four
months. To request a free report, please visit the annual credit report website at www.annualcreditreport.com, or
call 877-322-8228. See the attached credit bureau nformation sheet for more information about each credit bureau.

« |f you suspect someone may be trying to use your personal information to commit fraud, you should report such
activity to your local law enforcement agency and to the Federal Trade Commission. If police reports have been
filed In connection with such activily, you may have a right under your state’s law to obtain copies of such
reports. You may also obtain a security freeze on your credit file by sending a written request to one of the credit
bureaus - see the attached credit bureau information sheet for more information. The secunty freeze will prohibit
third parties from accessing your credit report without your authorization.
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June 11, 2008
Dear iBO,

On May 30 we sent out emat communicar 18 and pasia ., & “Absf g h ~w™  yigle at Quivtar.com
explaining thiat Quixiar had discovered some fraudules astvty nveong oo mise 4 user 10s and
passwords of sorme Independant Business Owiers.

We have determined that an intruder was able 10 accss8s a smal cumber of 1IBO accounts and
unfortunately yours was one gffiected. This mttuder gained access to your Q.uxtar account Lsing your
IBO identificalion number and password combination, which we bolieve were oblained from an
external web site linked to Quixtar. So what does this mean? It does not appear tnat any fraudulent
activity occuired on your acceunt. No information about your account was changed by the intruder.
nor was this person able tc access your credit card, bank account or social securily numbers, as
this informaticn 18 not viewable on our web sie. The intruder however. Knows your passcor /e

Because your account was at nsk, however, on June 4, 2008, we scrambled your password If you
have not logaged on since then you will ind that on your next visit you will need o create a new
password, following the prompts provided. We apologize (or the inconvenience this may cause, but
we wanted 1o do all we could to protect your account information.

Unfortunatety, criminal activity on the Internet means that we all have to use caution. On the following
pages are some suggeshons. guidelines, and resources for your use.

We take this ncident very senously and will continue irvesuont ng. We zs¢ nave provided informalion
to the FBl about the Incident and are coop-waling win incie nvestuaton, & the coming waek s, you
may notice some changes (0 the Quixtar =it a5 we mrlement acibonal orotections L saleguard your
personal Information.

If you have any queshons, please contace Custormer S..pport sl g00-285-6500 Morday throuah Friday
8 a.m. to Midnight and Saturdey 8:30 am. 1o 5 p.ra. ET.

Sincerely,

Q¢ Ll

Steve Lieberman
Managing Director
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SUGGESTIONS & RESOURCES TO PROTECT YOUR PERSONAL INFORMATION

Make sure you have up-to-date anti-virus, anti-spyware and firewall software on computers you use to access
Quixtar.com or conducl other transactions. After running scans using this software, you should delete any viruses
found, and then you may want to again change your password and venfy that all account information s accurate.

You should use separate passwords at different sites, so that i that information is discovered at one site, it does
not pul you at nsk at all other sites where you also use those passwords. Use strong passwords that nclude
numerals and upper and lower case alphabetical characters. It 1s advised that you change your passwords every
30 to 90 days.

Be cautious about websites that you visil and any attachments {o e-mail messages you receive, even when they
appear to be from people you trust. These attachments or linked websites may appear legitimate but may actually
contain malicious code that exploits vulnerabilities in operating systems that are not kept up to date. Some sites
can piant maiicious software on your computer that can track your every keystroke. Also, you should be suspicious
of any e-maii that asks you to click on a ink and provide user name, password, or account information.

If you have children who use these computers, talk to them about the risks of downloading “free” games, using
file-sharing programs, or clicking on pop-up messages A good source of information about how to protect
yourself from these kinds of rnisks can be found at http://www.ftc.gov/bep/menus/consumer/tech/privacy.shtm,
provided by the Federal Trade Commussion.

Remain vigilant for identily fraud. You should monitor your bank and credit card statements and you may want
to periodically review your credit report. You are entitled to a free copy of your credit report every 12 months from
each of the three national credit bureaus, and If you stagger these reports, you can obtain a free report every four
months. To request a free report, please visit the annual credit report website at www.annualcreditreport.com, or call
877-322-8228. See the attached credit bureau information sheet for more information about each credit bureau.

If you suspect someone may be trying to use your personal information to commit fraud, you should report such
activity to your local law enforcement agency and to lhe Federal Trade Commussion. if palice reports have been
filed in connection with such activity, you may have a right under your state’s law 10 obtain copies of such reports.
You may also obtain a secunty freeze on your credit file by sending a written reguest to one of the credit burecaus ~
see the altached credit bureau information sheet for more nformahon. The security freeze will prohibit third parties
from accessing your credit report without your authorization.
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CREDIT BUREAU INFORMATION SHEET

Credit Bureau

Equifax

Experian

TransUnion

Phone

800-685-1111
wywwy.equifax com

888-397-3742
WWW.BXperian com

800-916-8800
www transunion com

Address for requesting
security freeze

Equifax

Equifax Senurity Freeze
P.O. Box 105788
Allanta, GA 30348

Experian

Atin: Experian Securtty Freeze

P.O. Box 9554
Allen, TX 75013

TransUnion

Attn. TransUnion Fraud Victim
Assistance Department

PO Box 6790
Fulterton, CA 92834

|

information needed to request security freeze

Name. address, date of birth, Social Securnty Number, proof
of current address (such as a current utlity bill), payment of
any appiicable fees. |f you are a victim of identity theft, you
must also include & copy of police report, identiy theft report,
or other government law enforcement agercy report

For more inforrnation. visit the Equifax secunty freeze
miormation page at:

hitp /www equifax.com/cs/Sateilite?c ZFX_ContentRogot&
id=1*AL203975881&nagename=5- | 22F5-1_{ ayoul

Full name. Social Security number date of birth; current
address and previous addresses for the past two years, a
copy of a governrment issued idenlification card. such as

a drivers license, state or miltary 1D card; a copy of a utiity
bill, bank or insurance statement; plus any applicable fee or
a vald investigative or incident report or complaint with a taw
enforcement agency

For more information, visit the Experian security freeze
information page at:
hitp://waww.expenan.com/consumer/security_freeze htm)

Name, address, Social Security number, proof of current
address (such as stale 1ssued dentificalion card or dnver's
lcense). and & credit card number and expiration date to pay
any appficable fee

For more informatiun, vist the TransUnion seourity freeze
information page at

hitp /Awwaw transunion com/corporate/personal/fraudidentity
Thef/Lievenung/securityfreeze. page

Cost of security freeze

No more than $20 (plus any
applicable tax)

For more informetion about costs In
your state, visit the Equifax secihity
freeze informanion page

No more than $20 (plus any
applicable tax)

For more information about ¢osts I
your state. visit the Experian secuity
freeze informamnon page

No more than $20 {plus any
applicable tax)

For more information about costs in
your state, visit the TransUnion
secunity freeze information page
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